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░ 1. Introduction 

These are silent and slow unlike the normal cyber attacks that strike fast and loud. Intruders do not destroy the front 

door. They come upon an open window somewhere. Perhaps, somebody pressed a button that is not supposed to be 

pressed [1]. Perhaps there is an old account that still exists and nobody has deleted it. When they are there they do 

not do anything blatant. They just sit and watch. They get to know how internally the network operates. Who talks 

to which servers. Hours of individual logging in and out. Which files are in fact used. It takes weeks or months 

before they are transferred to another machine and when this happens they snatch passwords in the process. No one 

knows that something is wrong before he or she has the keys to all that matters [2]. What is so difficult to prevent is 

how ordinary all their action appears to tools of security. They employ actual accounts in the process of doing 

business. They get into files that individuals are using. When they do it, they do not raise any alarm since they are 

not engaging in any activities that seem to be an attack [3]. Very few companies ever learn that they were hit until 

months later when a person finds their data somewhere being sold. Even at that time they may not have figured out 

how it came about [4]. 

The same tools that have been utilized most often by companies to defend themselves have failed in this type of 

attack [5]. Firewalls and antivirus softwares operate based on searching things that have already been known to be 

bad. They possess lists of attack signature and virus patterns. When they come across something that is similar they 

block. That is alright when it comes to attacks that happened a decade ago. But those tricks are not used by APTs. 

They switch it around so that they are able to get away with it each time. They could employ what regular system 
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administrators employ, and it may appear as maintenance as opposed to an attack [6]. Other systems attempt to 

identify odd behavior rather than attempting to identify familiar bad things. That is a smart idea in theory and 

creates enormous problems in reality. There is all sorts of strangeness in normal networks. A person enters in 

another floor. A server spikes for no reason. An employee logs in at 2am, as he/she was not able to sleep. None of 

that implies the presence of an attack [7]. These systems cause far too many false alarms. Thousands of alerts occur 

each day to security teams. You are not able to explore them all. After some time, people begin to disregard 

warnings completely since the majority of them are not something to worry about. The actual assault is lost in all 

the commotion [8]. And these systems examine alerts individually. They do not make the links between an event 

that occurred last Tuesday and the one that occurred three weeks later. Attackers count on that. They defer their 

activities over time in such a way that nothing will arouse a threshold [9]. 

Human aspect of security is frankly an shambles at present [10]. The security Operations Centers employ brains to 

sit in front of the screens observing threats. It is not something trivial but the real job is tiring. You look at dash 

boards with warnings. Most are false alarms. The ones that are not false alarms tend to be something stupid such as 

a person typing out their password incorrectly more than once. The hours pass and nothing real takes place. You get 

a sudden wake-up call then you are forced to bring yourself to complete attention [11]. Research indicates that the 

end of the shifts experience more threats than the beginning by analysts. Your brain simply cannot remain witty 

eight hours straight staring at notifications [12]. Even the good analysts who are really good, take time to research 

well. They are forced to plunge into logs, investigate systems, understand whether something really wrong is taking 

place. Attackers are not waiting when you do so. They keep moving. When one realizes that there is a real issue and 

they begin to block out things, the attackers are in another part of the network [13]. What is even worse is that 

companies understand that this is one of the issues but they just have no superior methods. There is no possibility of 

firing all of your analysts and hoping that things are all right. However, you can also not continue to add more 

people to the problem since the alerts are increasing at a faster rate than you have hired [14]. What is required is 

machines that can take the first level of response immediately. Human beings should leave the complex stuff that 

requires thinking. However, it is frightening to have the security decisions made independently by machines. In 

case they experience a mistake and block something important, it may bring major issues. Shutting down a server 

that a hospital needs can interfere with essential services and no one will want to be liable to such damages. [15]. 

This is why within a few years some researchers began to consider the reinforcement learning to provide cyber 

defense [16]. The fundamental concept is in fact a very simple one despite the complex mathematical analysis. You 

teach a computer program by trial and error, and it is like training a dog to do tricks using treats. It is rewarded when 

it makes an excellent defensive move. Bad moves get penalties. In time it will discover what works best and nobody 

need write the rules against everything that can happen [17]. Initial experiments demonstrated that this may be 

effective with basic things such as preventing one form of attack. But APTs are much more complex than that. They 

are long strands of little steps, which do not themselves imply much. It is not a big deal that one attempts to log in 

but fails. It does not matter whether one accesses a file. Hundred logins that failed on various accounts and then 

accessing files on a server which is not in use is a thing which is worth attention. [18]. You require a system which 

recognizes the entire sequence, and not just each piece alone. You must also have it to be concerned with cost. 
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Barring the whole may, technically, prevent attacks but it also prevents legitimate work. Isolate all the computers 

with a strange alert and no one gets any work done. That is not a viable solution to any company that attempts to 

remain in business [19]. The agent must acquire trade-offs. It is sometimes better to wait and see and stop not 

immediately. There are times when you have to make a move before it is too late. To know when to do what is the 

main trick [20]. 

More recent studies have developed real simulation space in which you can safely train these agents without 

destroying real company networks [21]. Whole attack campaigns with their twists and turns can be modeled. There 

is phishing, there is privilege escalation, everywhere is lateral. You can change the attacker to follow alternative 

routes so as to ensure that the defender does not simply memorize a single pattern [22]. Other teams also included 

smart attackers, which learn and evolve as well. That means that the defender must continue to improve just to 

match. When the attacker discovers that you always block one thing it will be some other thing. That compels the 

defender to study general tactics rather than mere rules [23]. Such adversarial training results in the final system 

that is far more difficult to overcome. It is as though preparing to battle by sparring someone who fights back rather 

than hitting a heavy bag [24]. The other researchers were engaged in making the decisions understandable to man. 

No one believes a computer that he or she cannot comprehend. You have to be able to know why it blocked that 

user. Why it flagged that file. Why it believed that server had to be isolated at this point in time [25]. Certain teams 

created dashboards that indicated what variables contributed to every choice. The remaining ones employed 

methods that estimate the importance of which information is important. This way an analyst can observe that the 

decision was informed by three factors, including weird login time, access to sensitive files, and unsuccessful 

attempts prior to that. That makes sense. That would have been looked at by a human too [26]. 

Another useful activity is the effort to put humans in the loop when it comes to the really big decisions [27]. All the 

little stuff is taken care of by the computer. Monitoring. Low-level blocks. Watching for patterns. However, it 

requests permission before it does something drastic such as isolating a whole server or terminating network 

accessibility to a whole department. A human receives a notification with the rationale and can either say yes or no 

to it in a time frame [28]. This preserves the advantage of speed offered by automation, and introduces the element 

of safety. When computer is not right on something big, one can notice before something goes wrong. 

Unless the human is responsive and in time, the computer may default to a safer position or it may become 

aggressive to another individual [29].Such a hybrid solution as this is more realistic to real companies as compared 

to full automation. No one is willing to give away the keys. But everybody is fed up with being submerged in 

notifications as attacks continue to be successful. All that is considered in this survey. What has been experimented 

on by researchers of the last few years, we read. What really works and what is still theory. Which algorithms are 

the most suitable in various circumstances. How near we are to something that may in the real world assist real 

security teams in real work [30]. 

1.1. Study Objectives 

 To get firsthand information on what was written about reinforcement learning to stop Advanced Persistent 

Threat attacks and what works and what does not in various research works.  
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 To draw parallels between the way various simulation environments are constructed to train the defense agents 

and determine what aspects really have to be decided to make the training realistic and good.  

 To explore the way in which researchers model attackers that learn and change with time and examine the 

training of defenders to deal with constantly evolving strategies.  

 To research the various methods individuals can incorporate cost awareness into their systems to train 

defenders how to prevent attacks without disrupting usual operations and squandering resources.  

 To identify the research gaps that exist in the current literature and contemplate what remains to be done to get 

any of this to even benefit a real security team in the process of doing real work. 

░ 2. Literature Review 

One of the oldest literature relating to this field examined power system and energy grids since attacks on these can 

have a real physical impact [1]. A 2026 study investigated the use of trust-aware federated deep reinforcement 

learning in energy markets. It was meant to allow various sections of the grid to learn without the exchange of 

sensitive information. This is important since attackers usually target energy system because they are aware that 

there can be no downtime. You cannot afford to close down and go to inquire. The researchers created a system, 

which would be able to identify suspicious behaviour and yet maintain customer information confidential. They 

applied it to the case of microgrids and discovered that it was more effective in the detection of attacks compared to 

the more outdated techniques [2]. Meanwhile, another community also published on the topic of multi-agent 

reinforcement learning to detect and track attacks [3]. They employed more than one learning agent as opposed to 

one. The various agents monitored various sections of the network and they exchanged their knowledge. This 

assisted in capturing attacks that are mobile since one agent would be able to see a small thing and then another 

would see something different and they both determine that it is an attack. The authors experimented on their 

system using simulated network attacks and discovered that it detected more threats as compared to single-agent 

systems [4]. The other team considered the development of energy systems in particular and employed 

physics-conscious adaptive control with reinforcement learning [5]. They created a system that knows how the 

physical components are expected to behave in order to detect when something is not normal even when the cyber 

cues appear to be normal. When one attempts to cause a freezer to gradually warm up over a few days to destroy 

medicine, the system could be detected as the temperature changes do not agree with physics as to how things 

should happen [6]. Another group considered the power systems in a different perspective using multi agent deep 

reinforcement learning in routing during an attack condition [7]. Power systems contain a lot of data flowing across 

them and attacks tend to attack the data flow. When the conventional routes were attacked, their system had 

alternative ways through which the data could be found. It could not allow communication to fail and instead it 

bypassed problems automatically. This is important since during an actual attack, you require portions of system to 

continue communicating with one another even at the time of being fired at [8]. 

Industrial systems were also the focus as the industries are the ones that run factories, power plants, and water 

treatment, etc. [9]. This is terrifying because they can cause bodily injuries when assaulted. The hierarchical 
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reinforcement learning was used in late 2025 in incident detection and response systems in industrial 

cyber-physical systems [10]. Hierarchical means that they decomposed the problem into strata. On lower layers, 

fast simple decisions were carried out. Bigger layers were those that related to bigger strategy. This enabled the 

system to react quickly to the blatant threats as well as to predict more in the long-term more complicated attacks. 

They tested it under simulated factory conditions and it was more successful at identifying the attack as compared 

to flat systems that tried to do everything at the same time [11]. The hierarchical approach also helped in the 

explainability component. You could know what layer had made a call and why in case something had not gone 

well, and it is important when you need the plant managers to trust the system [12]. The entire research direction of 

multi-step attack detection does not depend on reinforcement learning, however, it is an input to the RL-work [13]. 

There was a 2025 big review article, which vetted all the different techniques that individuals attempt to 

differentiate attacks that appear in multiple steps over time [14]. The authors have found out that most of the 

traditional tools remain ineffective in as far as linking events across the time. They receive one error of 

authorization one time and a mystic file access another time but never connect them. The methods of learning 

incorporated in the literature review were machines-based machine learning methods, graph-based methods and 

behavior modeling-based method. What was outstanding was the fact that there is no common style that suits 

everyone. Each has blind spots. The authors have claimed that the new systems should adopt multiple approaches 

instead of having all their eggs in one basket [15]. Another survey carried out approximately at the same time is the 

one of the electronic warfare and the cyberattacks on drones and UAVs [16]. It is different world but the patterns of 

attack are parallel to APTs. The drone attacks too are executed in stages. First they interfere with communications, 

then they deceive GPS and finally they get in control. Defenses and countermeasures were also assessed and some 

RL-based attacks also showed promise to adapt to new attack patterns in real time [17]. 

The agent-based systems were also observed in some unanticipated regions that pertain to the construction of 

autonomous defense mechanisms [18]. One of the papers of 2025 discussed FUKURO, an agent-based system used 

to control remote host resources on a real-time basis [19]. It was not so much about security as such but the 

technology is. The agents would view the behavior of the system and adjust to ensure that things go well. They were 

able to sense when something was amiss and act without the need of a human. The same fundamental methodology 

is used in security. You would like your agents to monitor what is going on and react immediately rather than be 

alerted after getting through a ticketing system [20]. The other study considered hybrid machine learning in 

detecting anomalies and predicting threats [21]. They also used a combination of several ML methods to intercept 

more attacks and reduce the false alarms. This is massive since it is the false alarms that kill the actual security 

tools. When your system cries wolf, it is ignored. The hybrid method was more effective in drawing a line between 

actual threats and typical weirdness when they tested network traffic data [22]. Other researchers stood aside and 

contemplated the reinforcement learning of proactive cybersecurity more broadly [23]. In one of the papers in 

2025, various paradigms of how RL would contribute to dynamic risk management were defined [24]. The most 

important lesson was that it is impossible to simply react. You must predict the next action of attackers and prepare 

to counter the action. This implies the practice of how to learn things with time and knowing the objectives of 

attackers. Assuming they tend to escalate privileges once they have a foothold, you can be more alert of privilege 
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escalation indications rather than wait until privilege escalation occurs. In the paper, it was argued that RL is an 

appropriate choice in this regard given that it is intrinsically sensitive to sequences and reward in the future [25]. 

One more team examined machine learning in self-driving cars with the help of a scientometric review [26]. It is a 

fact that they reviewed publication tendencies rather than technology itself. Their discoveries are important though 

as they indicate the direction the field is taking. They discovered massive increases in the number of papers 

concerning security in the autonomous system, which explains why researchers regard this as a significant future 

issue requiring a solution [27]. 

In some of the recent work, knowledge graphs appeared as a means of getting familiar with APTs [28]. One of the 

papers presented an invention of what was named Trail, which is a knowledge graph based approach to attributing 

attacks to particular groups [29]. They constructed graphs related to the action of the attackers, tools, and the 

targets. This enabled them to observe trends in various attacks and determine who was likely to be the perpetrators. 

Defensively, this is critical to the extent that when you are aware of who is mounting an assault on you, then you 

can make an educated guess on the next line of attack, using the experience the aggressor had previously. There are 

various playbooks of different groups. Knowing the playbook will make you defend [30]. 

░ 3. Problem Statement 

Conventional security solutions such as firewall and antivirus software use signatures of known attacks implying 

that they entirely overlook any new threats that no one has ever encountered. 

 Majority of the existing defense systems consider each alert individually rather than comparing the events of 

the past, and thus they do not notice multi-stage attacks where individual steps appear to be innocent. 

 Thousands of false alarms come at security teams daily, and they do not have enough time to respond 

promptly, which gives attackers enough time to navigate networks before anyone realizes it. 

 Current machine learning methods require enormous quantities of labeled history of attacks that are not 

available and once they learn they cannot update because the attackers evolve strategies. 

 The study of reinforcement learning in cyber defense is largely done in simplified models that are not 

representative of the complexity of a real network, and the systems are not aware of the cost of operation or 

otherwise explain their actions to people who are studying them. 

░ 4. Conclusion 

The reinforcement learning actually appears to have a chance of prevention of attacks by Advanced Persistent 

Threats, much higher than the old rule-based systems that everybody is still running. The articles that we have read 

demonstrate that good simulator trained agents can be taught to identify multi-stage attacks and respond before they 

get ugly. PPO continued to emerge first in other algorithms due to its ability to learn steadily and not to forsake old 

tricks in acquiring new ones. The key point is to create the appropriate simulation environment with realistic 

attacker behavior and cost sensitivity or the agent studies things that do not apply in the real world. The human 

piece is huge too. No one is going to allow a black box AI to issue large security calls without knowing the reason 
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so explainability tools must be included in any system that is actually used. Putting people in the loop when it 

comes to the big decision makes it relatively safe and leaves the automation to deal with all the small alerts that 

wear the analysts out. It is not done yet and no one of this will go to the real security teams. The majority of studies 

remain in the simulation and real networks are messier. Nonetheless, the field is converging to systems which learn, 

adapt and explain themselves as well as collaborate with people rather than attempting to eliminate them. It is as 

though that is the right direction. 
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